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Abstract

One fundamental strategy used by internet fraudsters is the use of manipulative
discourse tactics in their scam messages leveraging victims into engaging in
fraudulent activities. Through a qualitative analysis focused on T. V. DIJK’s
critical discourse approach of some swindle messages, this paper aims to
descriptively shed light on the linguistic and rhetorical techniques implemented
by scammers to exploit and persuade victims. The findings illuminate the
underlying operations of manipulative discourse and supply insights that could
communicate the expansion of more conclusive anti-fraud measures as well as
prevention methods. Furthermore, these findings contribute to a deeper
comprehension of discourse as a powerful instrument in the context of
cybercrime and underscore the need for massive public awareness with a view
to protect individuals from falling prey to such frauds.

Keywords: Critical, Discourse, Internet, Scam, Strategy.

Résumé

Une stratégie fondamentale utilisée par les fraudeurs sur internet est I'utilisation
de tactiques des discours manipulateurs dans leurs messages d'arnaque incitant
les victimes a s’engager dans des activités frauduleuses. A travers une analyse
qualitative axée sur l'approche critique du discours de T. V. DIJK de certains
messages d'escroquerie, cet article vise a éclairer de maniere descriptive les
techniques linguistiques et rhétoriques mises en ceuvre par les escrocs pour
exploiter et persuader les victimes. Les résultats mettent en évidence les
opérations sous-jacentes du discours manipulateur et fournissent des
informations qui pourraient communiquer l'expansion de mesures anti-fraude
plus concluantes ainsi que des méthodes de prévention. De plus, ces résultats
contribuent a une compréhension plus approfondie du discours en tant
gu'instrument puissant dans le contexte de la cybercriminalité et soulignent la
nécessité d'une sensibilisation massive du public afin de protéger les individus
de tomber dans les piéges de ces fraudes.

Mots-clés : Arnaque, Critique, Discours, Internet, Stratégie.
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Introduction

The emergence of the internet has not only revolutionized
the way people communicate, but also, it has given rise to new
avenues for fraudulent activities. One of the most perfidious forms
of online fraud is scam messaging. By means of these messages,
spammers make use of deceptive techniques to trick unsuspecting
victims into imparting sensitive information or financial gain. In this
process, one of their most potent weapons is manipulative
discourse, a strategic use of language which exploits psychological
vulnerabilities and generates a false sense of trust, urgency, or
fear. According to F. V. EEMEREN (2005), manipulative discourse
is the deliberate use of language to deceive someone for the
speaker’s profit. This deception is thus performed subtly, using
communication techniques that violate accepted standards of
rational argumentation and fail to meet the criteria of sound
reasoning.

As T. V. DIJK (2008) mentions, manipulation is a form of
communication and social interaction where one person exerts
control over others, often without their consent or in a way that
harms their well-being. B. KREBS (2014) agrees with this when he
states that in order to achieve their objectives, internet fraudsters
employ specific persuasive techniques to convince or trick
individuals into carrying out actions such as transferring money or
disclosing personal data. It is in this purview D. Z. Y. OUATTARA &
B. B. LIZIE (2025) argue that in spam discourses, the scammers
have most of the time recourse to linguistic and rhetorical
techniques to exploit and persuade victims via conceal messages
known as a manipulative discourse. This paper seeks to provide a
detailed examination of the linguistic and rhetorical strategies that
scammers use to manipulate and persuade their victims. Reaching
the goal necessarily leads to the answering of the following
questions: In what way do fraudsters construct their different
manipulative discourse strategies so as to achieve their deceitful
goals? Otherwise, to what extent do internet fraudsters make use
of manipulative discourse to defraud and exploit their unsuspecting
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victims?

The study draws its theoretical insights from T. V. DIJK’s
framework that can be applied to various domains, including media
studies and social movements revealing how language influences
public perception and social action. The work is axed around two
parts. The first deals with the review of manipulative discourse and
the second analyses manipulative discourse in scam messages.

1. Prior Research Works on the Concept of Manipulative
Discourse.

A manipulative discourse refers to a form of communication
that is designed for influencing or controlling people’s attitudes,
beliefs, or behaviors through dishonest and coercive tactics. In
such a way, it entails the use of language and rhetorical strategies
to manipulate people’s perceptions, emotions, and decisions. Most
of the time this can happen without people’s conscious awareness
or consent. Manipulative discourse, in many cases, is employed in
areas such as political, marketing, and propaganda contexts to
have a control of public opinion, promote specific agendas, or
maintain power structures. It is regarded as a devious form of
communication in that it undermines the ability of individuals to
make informed and autonomous decisions. Manipulative discourses
attract the attention of scholars from diverse horizons. Researchers
like L. DE SAUSSURE & P. SCHULZ (2005) analyse manipulative
discourse via their document named manipulation and ideologies.
They note that communication becomes manipulative when the
speaker withholds pertinent information or presents accurate
information in a way that leads the listener to act in a manner that
benefits the speaker, all without the listener's awareness. As a
result, manipulation highlights the significance of information that
is not inherently actual or keeps back absolutely proper details.
Emotional manipulation tactics is one the characteristics of
manipulative discourse. A. BIRCH (2015), investigating
manipulation in covert emotional manipulation tactics, states that
covert tactics are often used by manipulative individuals to gain
power and control over others in personal and professional
relationships. In this respect, manipulation weakens people’s
capacity to make decisions and cause them to act against their own
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interests, values, and boundaries. In other terms, it leads people
to act in ways they normally would not.

P. CHILTON (2005) conducts his research based on
manipulation theory. He suggests that manipulation is the ability
of the speaker to exert influence on the recipient’s formation of
mental images and their resulting actions. Thus, in this sphere, the
recipient is unaware or only partially aware of the manipulation
taking place. According to A. HORN (2019), in the realm of
psychology, manipulative discourse is a deliberate endeavour by
someone to change another person’s actions to benefit the
manipulator. This influence is indeed intentional and aims to
accomplish the manipulator’s objectives. As can be observed, the
aforementioned research works deal with manipulative discourse in
different analytical kinds. However, the significant difference
between those works and this paper lies in the fact that it focuses
on manipulative discourse as a strategy used by internet fraudsters
in scam messages. This paper is grounded in T. V. DIJK's critical
discourse analysis. Critical Discourse Analysis (CDA), as advocated
by T. V. DIJK (2008), has as focal point the relationship between
discourse and social power. To this extent, it investigates how
language, in both spoken and written forms, contributes to the
construction and perpetuation of social inequalities and power
dynamics. CDA as a tool to unveil manipulation, T. V. DIJK views it
as a way to expose how language is used to exert power,
dominance, and inequality in society. Manipulation being a key
form of power abuse enacted through discourse, CDA accordingly
provides the tools to analyze scam messages and reveal these
manipulative strategies.

2- Manipulative Discourse in Scam Messages

2. 1. Linguistic Manipulation in AFF Scam letters
Linguistic manipulation refers to the use of language with a
view to influence or control people’s thoughts, feelings, or
behaviors. It thus involves using verbal or written communication
to manipulate others, often in a subtle or covert manner. Espousing
that view, A. AKOPOVA (2013) through other words, contends that
linguistic manipulation, generally, refers to any verbal exchange

85

Revue EVALU’A Experts et Evaluateurs d’Afrique 2025 n°3



Bi Boho LIZIE & Dongui Zana Yacouba OUATTARA

viewed through the lens of its intentions, involving the speaker and
the listener. The speaker in this process influences the behavior of
the listener through his/her use of words, encouraging him/her to
start, change, or complete a desired action. This is evidenced in the
following illustrative Advance Fee Fraud Scam email:

(Extract 1)
Dear Mr. Xuli,
Congratulation!!
I would like to inform you that your cell phone number was selected
from our database and you have won a large cash prize of NAD 1
000 000.00. This is from a total cash prize of USD 5 000 000,
shared among the (25) twenty-five international winners in this
category. However, I would like to inform you that in order to claim
your prize, we would like you to confirm your personal details and
contact number. You are further required to pay a small payment
as a release fee for your prize. Kindly reply to this email so we can
arrange your prize as soon as possible.
Yours Faithfully,
Mr. Yobu

Extract (1) contains several parts of speech as linguistic
manipulation clues that epitomize the genuine traces of
manipulative discourse techniques commonly deployed by
spammers in scams and fraudulent communications. In the extract,
the scammers in order to persuade their victims, start by restoring
to authority via the use of the opening phrase as follows ‘I would
like to inform you’. This opening group of words ‘I would like to
inform you’ gives an impression of authority and legitimacy
although it does not explicitly declare the affiliation of this state of
things. Then, by stating that the recipient’s number was ‘selected
from our database,’ it implies a formal process. This formal process
which is supposed in turn to enhance the credibility of the message,
unfortunately, encompasses vagueness and lack of specificity in the
message. In other words, the message does not mention the name
of the organization, the nature of the database, or the selection
process. Accordingly, one can advance that this lack of
transparency is a red flag that can be known to be linguistic
manipulation, hence, manipulative discourse. In line with this state
of affairs, E. TARASOV (1990, p. 26) argues that “the speaker
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wittingly chooses a form of utterance which lacks direct clues of his
intentional situation. This can be recognized when the hearer
cannot grasp the hidden intentions of the speaker behind what is
actually being said”.

In extract (1), there is additionally an emotional appeal that
highlights a significant sum (NAD 1,000,000.00) large cash prize.
In fact, this is designed to create excitement, hope, and prompting
the recipient to get involved to a greater extent. As such, the
promise of a large cash prize (NAD 1,000,000.00, as a part of a
larger USD 5,000,000) shared among multiple winners not only
gives rise to a sense of exclusivity, urgency, and competition as
mentioned ‘twenty-five international winners’, but also makes the
recipient feel special and selected. One can underscore that it is
also their blueprint to immediately attract the recipient’s attention
and appeal to their greedy desire for wealth. Consequently, this
emotional appeal can cloud recipient’s judgment. Besides, another
crucial aspect of their embezzlement is the request for personal
information indirectly. Indeed, by mentioning ‘confirm your
personal details and contact number’, scammers intend to steal
identities or gain access to recipients’ accounts. In so doing, their
use of formal language and structure ‘in order to claim your prize’
adds to the illusion of professionalism on the one hand. On the
other hand, the message is straightforward and minimizes
complexity to prevent scepticism. This is the reason why A.
AKOPOVA (2013, p. 4) posits that linguistic manipulation “ is based
upon mechanisms that compel the listener to perceive verbal
messages uncritically and facilitate creation of illusions and
misperceptions impacting addressee’s emotions and making him
accomplish actions advantageous for the speaker”.

The other phenomenon of the linguistic communicative
manipulation in extract (1) is furthermore glossed through the
requirement to pay as expressed ‘small payment as a release fee’.
This is a clear indicator of a scam. From this fact, one is inclined to
make clear that legitimate lotteries or prize winnings do not
generally require winners to pay fees before receiving their prize.
In effect, this is a common way for scammers to extract money
from their victims. In the same string of ideas, there is an
employment of deceptive language via the use of the phrase ‘Kindly
reply to this email so we can arrange your prize as soon as
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possible’. The use of this phrase is manipulative because it firstly
frames the scammer's actions as helpful and facilitates the
recipient’s prize claim. Secondly, by using ‘as soon as possible’, it
shows a sense of urgency, pressuring the recipient to act swiftly
without thinking critically. To wrap up the analysis of extract (1),
one can advance that the scammers make use of a combination of
psychological manipulation techniques, including appealing to
greed, creating a sense of urgency, and employing vague language
to deceive the recipient into providing personal information and
paying a fraudulent fee.

2. 2. Lexical Choices in Romance Scam Messages

Lexical choice in scam messages alludes to the selection of
specific words and phrases that scammers deliberately use to
convey their message, influencing, persuading, and manipulating
the reader, and elicit a response. These choices can significantly
affect the effectiveness of the scam. According to N. FAIRCLOUGH
(1989), the linguistic choices people either perform consciously or
unconsciously can work for maintaining or challenging dominant
power dynamics. In the context of scam messages, this means that
scammers often use language to manipulate and maintain power
over their victims. This is to be observed in the following passage:

(Extract 2)

I am a sexy, loyal, devoted and most of all God fearing lady who's
looking for the same man to spend the rest of my life with.
Someone to share personal moments with, enjoy life together and
to firmly hold the blessings of a lasting and undying happiness. I
am born to please and not to tease which is why i believe that i
always have to put God first in all i do. I am educated with high
goals, morals, and integrity. I am looking for a serious relationship
that can lead to marriage, no matter what the age, I have a belief
that age is just a number but true feelings and affection is what
really matters in a relationship. I'm looking for a man who is open
minded to have correspondence with. I'm a strong, sexy, smart,
independent lady with many goals and lots to achieve in life. I love
to have fun with the man of my dreams and need a real man by
my side to share in my dreams. I also need a man who will take
good care of me as his loving lady.
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Extract (2) displays a series of strategic lexical choices
designed to elicit emotional responses and manipulate the reader
into engaging with the sender. Thus, extract (2) is filled with
positive, emotional language, appealing adjectives and highly
desirable attributes such as ‘sexy,’ ‘loyal’, ‘devoted’, and ‘God
fearing’ to construct a favorable impression. One can mention that
each of these terms is under the umbrella of manipulative discourse
and pragmatically is full of meaning. The term ‘sexy’ is a bait
suggesting attractiveness and intended to arouse in the recipient’s
interest on a personal or romantic level. That of ‘Loyal’ implies
trustworthiness and commitment, which promises faithfulness. Not
only, it aims to establish a sense of security in the relationship
being proposed, but also it reassures the victim that the scammer
is trustworthy and will be committed to the relationship,
communicating a common fear of being cheated on or abandoned.
Although ‘Devoted’ is as similar as ‘loyal,” it goes beyond to
reinforce the idea that the writer will be attentive, caring, and
dedicated to the receiver, fulfilling a desire for a loving and
supportive partner. On the basis of all this idealized self-
description, one can contend that it constitutes a hook for the
purpose because it triggers a perception of excitement, trust, and
emotional connection with the recipient evoking feelings of desire
and confidence. As stated by K. HOGAN & J. SPEAKMAN (2006),
effective persuasion relies on establishing a deep connection with
the other person’s vista. Thus, to truthfully convince someone, you
need to harmonize your thoughts, emotions, and understanding
with theirs, creating a shared understanding that fosters
meaningful agreement. In the same vein, through the phrase ‘God-
fearing’, one can notify a strategic use of religious language. This
is meant to appeal to individuals with strong religious beliefs. This
can also constitute a powerful trust-building mechanism for
scammers targeting religious communities. By claiming to be ‘God
fearing’, the sender tries to establish a moral foundation in that she
suggests to be honest, ethical, and would not do anything to harm
the reader. Another most noticeable aspect at this level is the
connection of the phrase ‘God fearing’ with ‘put God first’. On the
one hand, this combination strengthens the fact that the scammer
attempts to connect with individuals whose priority is their religious
beliefs and moral integrity. On the other hand, it gives rise to an
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immediate amount feeling of familiarity and trust, as the reader
may assume the writer shares his moral scope and values.
Summarizing all this in one idea, one can note that scammers
create an impression of reliability and virtue, making the scam
seem more credible. F. H. AL-HINDAWI (2017) agrees with the
revelation of all those aspects of scam fraudsters’ manipulations on
recipients’ mind-sets in terms of lexical choices and asserts:

To be successful in doing so, manipulators should have a cognition
which enables them to pursue their own interests through making
use of some aspects of human cognition, notably reasoning,
checking for likeliness, and emotions. As such, manipulators play
on their targets’ weaknesses to influence their motivation, beliefs,
emotions, and reaction

(F. H. AL-HINDAWI, 2017, p. 9)

According to T. V. DIJK (2008, p. 236), “manipulation
involves: enhancing the power, moral superiority and credibility of
the speaker(s)”. This amounts to saying that manipulation entails
increasing the influence, ethical eminence, and trustworthiness of
the speaking subject(s). Extract (2) also encompasses some
statements that incarnate this state of mind in terms of scammers’
commitment and willingness through phishing scams. First, ‘I am
born to please and not to tease’ is specifically tailored to convey a
sentiment of commitment and readiness for a serious and reliable
relationship. In that way, it positions the sender as nurturing and
devoted. This implies in other words that the sender is trying to
introduce herself as someone who is actually friendly or
affectionate, aiming to build trust and attract attention.
Additionally, the use of ‘please’ contrasting with ‘tease’ can indicate
that the sender is willing to assure the recipient of her good
intentions while downplaying any suspicion. Second, ‘I believe that
I always have to put God first in all I do’ is employed to bring about
a false characteristic of innocence and morality. This can be
explained by the fact that the mention of ‘God’ can evoke feelings
of empathy, compassion, and a desire to help. Besides, the
utterance, ‘I'm looking for a serious relationship that can lead to
marriage’ is also manipulative in that it gives an impression of
urgency and commitment. By the same token, the use of wide-
ranging terms like ‘serious relationship’ without specific details
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produces ambiguity and shapes reality. This vagueness thus can
lure the reader into imagining their own ideal scenario, making it
easier for the scammer to drag them in without offering existing
commitments. Referencing to a significant point enacted by T. V.
DIJK (2008) regarding manipulative discourse, he argues that
manipulation through language is most effective when the audience
is not fully aware of the manipulator's true goals or the potential
negative effects of adopting the suggested beliefs or actions. To
attain their objectives, scammers emphasize on traditional
relationship values too. For this reason, the use of ‘the desire to
spend the rest of my life with someone’is for the targets individuals
to seek long-term commitment and traditional relationship
structures.

In the age of rapidly advancing technology, scammers have
a wide range of digital devices at their disposal to carry out their
fraudulent schemes. Describing internet fraud, P. ONANUGO & R.
TAIWA (2020) posit that it refers to any scam that uses the internet
in some way to deceive consumers, such as through fake websites,
chat rooms, or emails. These schemes sometimes involve offering
non-existent products or services, making false claims, or tricking
victims into sending money or sensitive information to the
scammers. In such a way, through the use of ‘age is just a number
and true feelings and affection’, scammers most of the time use
this strategy to target older individuals and justify relationships
with significant age gaps. This means that they tempt to minimize
potential concerns about age differences. Thus, these phrases
make them, that is, the writers appear more willing and available
for any relationships and open-minded. The resultant of this
reasoning can disarm the readers’ dubiousness and encourage
them to consider the relationship, whereas it is a red flag. F. V.
EEMEREN and P. HOUTLOSSER’s (2002, p.151) interpret this
endeavour in conformity with their concept of strategic
maneuvering as an “attempt to make use of the opportunities
available in the dialectical situation for steering the discourse
rhetorically in the direction that serves their own interests best”.
That is to say, it concerns using rhetorical skill to reorient the
discourse towards a desired outcome.

Another outstanding element is the resumption of the
idealized self-description in the following terms as a ‘strong, sexy,
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smart, independent lady’. S. MURRAY et al., (1996) put forward a
similar idea about relationship illusions and posit that having some
level of idealization is important for happy and successful dating
and marriage relationships. From then on, one can depict that the
interrelation of idealized self-description via ‘strong, sexy, smart,
independent lady’ as the sender’s intend is to project confidence
and self-sufficiency. This may attract individuals who are drawn to
empowered partners. However, this mechanism can also mask the
underlying agenda of dependency that the scammer is ultimately
promoting. All in all, one can come to the conclusion that the lexical
choices in this passage are carefully crafted to generate an enticing
persona while simultaneously manipulating the reader’s emotions
and desires. By appealing to values of morality, companionship,
and shared aspirations, the scammers seek to establish a
connection that can lead to exploitation. Recognizing these tactics
can help individuals remain vigilant against such scams.

2. 3. Psychological Tactics in Scam Messages

In scam messages, psychological tactics are sometimes
employed to manipulate recipients into taking action. One of their
common tactics is urgency. Scammers create a sense of immediate
need or fear of missing out to pressure the victim into reacting
rapidly without thinking critically. For instance, a scam message
might claim that a limited-time offer is about to expire or that
urgent action is needed to avoid negative consequences, such as
account suspension or legal action. This tactic can make individuals
less perspective for judgment and lead them to act impulsively,
increasing the likelihood of falling victim to the scam. Comparing
this aspect of psychological tactics to the point of their concept
‘Focused Outcome Mindset’, K. HOGAN & J. SPEAKMAN (2006)
write that a ‘focused outcome mindset’ is the capacity to clearly
visualize a desired goal, strategize the necessary steps to reach it,
and then consistently execute those steps until the goal is realized.
The following extract illustrates these phenomena:

Extract (3)

From: Mr. William Vereker

Compliments of the day, I am contacting you for a mutual beneficial
business with believe you will not betray me at the end. I am Mr.
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William Vereker; Business Manager, 2 Gresham Street, London
EC2V 7QP Investec Bank pic, here in England. During the recent
audition of bank accounts and services of our bank; I discovered
a non-resident bank account which have not been operated for
a long time. After a discrete Inquiry, I found out that the owner
of this account was a United States citizen Mr. Bob Watson, a
business man who died with his family in Auto crash On May 20th,
2006. Until now, nobody knows about his bank account with
Investec Bank. This account holds (15,500,000.00 GBP) Fifteen
Million Five Hundred Thousand Great British Pounds Sterling only.
I contact you as a foreigner; in order to arrange with you for the
transfer of this money out from the account, before our next
audition of bank accounts because If the bank management find
out that this account has been latent for these long, it will be
frozen and the money will be returned to the bank treasury, as
unclaimed public funds. Therefore, I want you to stand as the
"Foreign Beneficiary". I need your full co-operation to make this
transaction work out perfectly because the bank management is
ready to approve the immediate payment to whoever that would
be presented as the beneficiary to this money. A perfect transfer
strategy will be put in place in your name legally, so that nobody
will suspect your claims. With my positions and influence here in
the bank; this money will be re-profiled to your favor and
transferred to any overseas bank account/s you will nominate,
but with an assurance from you that this money will remain safe
in your custody pending my arrival to join you for securing my
share. For your involvement in this deal, you will receive 35% of
the total amount. Kindly consider this offer immediately and send
me your information as follows;

I, Your Full Names,

2, your Contact address/country of residence,
3, your direct Mobile phone Number

4, your date of Birth

5, Your Occupation

Extract (3) encompasses several psychological tactics to
manipulate the recipient into responding favorably. The writer
envisions building trust and creating a sense of urgency and
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opportunity to manipulate the recipient. For this reason, the
message starts with a friendly greeting, ‘compliments of the day’,
to establish a user-friendly and build trust with the recipient. As
another psychological technique that can be known as an emotional
manipulation, he expresses a desire for trust and loyalty through ‘I
believe you will not betray me at the end’. As consequence, those
attempts entail an emotional connection and make the emaillee feel
guilty if he/she does not reply positively. Moreover, he uses a hame
‘Mr. William Vereker’ and claims to be a ‘Business Manager’ at a
reputable bank along with a real-sounding bank address (Investec
Bank, 2 Gresham Street, London) to appear legitimate and
authoritative. All these put together, one can stipulate that this
scheme is intentionally and initially built to be appear trustworthy
and make the recipient less questioning. This is what leads A. WARE
(1981) to argue that manipulation involves a hidden form of
influence. The manipulator subtly affects the choices of the person
being manipulated, who is either unaware of or unable to grasp the
meaning of the tactics used to shape his/her decisions.

Through the description of a ‘discrete inquiry’, the sender
leads the recipient to believe he is being let in on a secret. This can
give an impression of exclusivity and importance, making the
recipient feel special and more likely to cooperate. In order to
succeed his/her Machiavellian plan, the scammer claims to have
discovered this unclaimed account ‘during the recent audition of
bank accounts’. The operation gives rise to the implementation of
a false sense of urgency, implying the victim needs to act quickly
before someone else claims the money. To succeed his project, the
emailer evokes the tragic death of the account owner, Mr. Bob
Watson, and his family. This action can elicit sympathy and a
willingness to help from the victim. At this level of analysis, one
can imply that scammers often exploit the greed of individuals,
making them envision an easy path to wealth. Whereby, he
highlights the potential reward, the large sum of money, £15.5
million, indeed mentioned to entice the recipient and make him/her
more willing to take part in the scam. The promise of such a
substantial financial gain (15,500,000 GBP) is a genuine lure. Then,
the scammer framing the proposal as mutually beneficial shows
that the recipient will gain something valuable, enlarging the
likelihood of involvement.
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Establishing the interconnection between relevance theory
and manipulation, one of the key points made by P. H. GRICE
(1989) in relevance theory is that a fundamental aspect of human
communication, whether verbal or non-verbal, is the expression
and understanding of intentions. This is convenient with some
components of extract (3) that display some authoritative claims
and legitimacy. The emailer pretends to be an insider with
knowledge of banking procedures through ‘next audition of bank
accounts,’ and ‘unclaimed public funds’. This implies a sentiment of
authority and expertise, making the scam seem more credible. The
following utterance ‘before our next audition immediate payment’
also intensifies the need for immediate action. It follows that this
triggers urgency, pressuring the emailee to act rapidly without
critical thinking. Furthermore, the sender implies that the
opportunity to claim the money is limited and may disappear if not
acted upon promptly by the use of ‘it will be frozen’. This way of
acting plays on the fear of missing out the opportunity and results
a scarcity. Thus, through the use of ‘the bank management is ready
to approve the immediate payment’, the sender uses fake authority
and claims that the illusion of the scam is legitimate and has the
backing of a reputable institution. One can infer that this is an
attempt to make the victim believe that the transaction is official
and sanctioned by a financial institution. Additionally, the
employment of some phrases of psychological manipulation like ‘I
need your full co-operation’” and 'a perfect transfer strategy will be
put in place in your name legally’ eventually constructs a feeling of
obligation and reassurance. In this respect, the language used is
consequently tailored to make the victim feel responsible for the
success of the transaction and more likely to provide personal
information or follow instructions.

In the same vein, the writer deprecates the risk perception
when assuring the victim that ‘nobody will suspect your claims’and
that the transaction will be handled ‘legally’. This technique is
somehow to alleviate any concerns the victim may have about the
legality or safety of the transaction. Besides, via his statement ‘with
my positions and influence’, the sender not only establishes
credibility and trust with the emailee in a bank, but also, the
deployment of this tactic is meant to make him believe that the
writer has access to large sums of money and is a reliable partner.
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The sender even goes further and uses ambiguous language, such
as ‘re-profiled to your favor’ and ‘securing my share’, which is
nothing but to sound official and legitimate. By strategizing in this
way, the emailer wants to make confusion and provokes an
intimidation in the mind of the victim, making him less likely to
question the legitimacy of the offer. This can be likened to the
phenomenon of gaslighting discourse. As defined by the Merriam-
Webster dictionary, gaslighting is a psychological manipulation that
involves a sustained effort to make someone doubt his own
thoughts, perception of reality, or memories on the one hand. On
the other hand, it can lead to confusion, lowered self-esteem, a
lack of confidence, uncertainty about one’s mental state, and
reliance on the manipulator. To get deeper insights, V.
PURTSELADZE (2024) identifies three key features of gaslighting.
She describes it as a form of psychological manipulation, its goal
schemed to change the victim’s perception of reality, and highlights
that it is a behavior unique to humans.

There are also other logical utterances in extract (3)
associated with those aforementioned orchestrating several
psychological tactics to manipulate and deceive the victim. Firstly,
the sender constructs a false sense of partnership in that he asks
the recipient to ‘join’ them in securing their share, creating a false
atmosphere of partnership and mutual benefit. This tactic is meant
to build trust and make the victim feel like they are part of a
collaborative effort. Secondly, he plays on the emailee’s greediness
and appeals his financial motivations for the reason that he offers
him a significant percentage via ‘you will receive 35% of the total
amount’. Thirdly, he plots a sense of urgency by ordering the victim
to ‘Kindly consider this offer immediately and send me your
information’. By this mechanism the writer wants to prompt the
victim into making an expeditious or brisk decision without fully
appraising the risks and consequences. Taking everything into
consideration, this message uses a synergy of psychological tactics
such as authority, urgency, emotion, greediness, exclusivity,
reciprocity, and low-risk and high-reward to frame a compelling but
ultimately fraudulent proposition. The victim is meant to let their
guard down and be convinced to participate in the scam, which
would likely involve the victim sending money or personal
information to the scammer. In reference with that dishonest
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behavior, one agrees with F. H. AL-HINDAWI’s (2017) when he
portrays manipulation as an intentional and sneaky communication
process where the speaking subject, that is, the manipulator, aims
to control the thoughts, feelings, or actions of the addressee; the
target, in a way that goes against his own well-being, using specific
tactics that are tailored to leverage him.

Conclusion

This study critically analyzes the manipulative discourse
strategies employed by internet fraudsters in scam messages
focusing on the linguistic and psychological tactics used to deceive
and exploit unsuspecting victims. The study is conducted through
the lens of T. V. DIJK’s critical discourse approach. The findings of
the research underscore the magnitude of understanding the
manipulative discourse techniques deployed by fraudsters to
design and accomplish scam messages. The analysis reveals that
internet fraudsters make use of a range of manipulative discourse
strategies, including emotional appeals, authoritative claims,
scarcity tactics, social proof, and a sense of urgency carefully
crafted to bypass the victim’s rational judgment and induce
compliance. These strategies being designed with a view to produce
urgency, trust, and legitimacy, ultimately lead to the victim’s
financial loss. The implications of this study are far-reaching.
Firstly, it highlights the need for individuals to be aware of the
linguistic and psychological tactics used by fraudsters to
manipulate and deceive. Secondly, it denotes the seriousness of
developing critical thinking skills and skepticism when encountering
unsolicited messages or offers that seem too good to be true.
Furthermore, the study suggests law enforcement agencies,
policymakers, and online platforms. It emphasizes the need for
more effective measures to counteract online fraud, including the
development of sophisticated modern digital tools to detect and
prevent scam messages, as well as stricter regulations and
penalties for those involved in fraudulent activities. This research
fundamentally contributes to a deeper discernment or
comprehending of the manipulative discourse strategies used by
internet fraudsters and highlights the need for a multifaceted
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approach to confront online fraud. One can rehearse by
underscoring that the socio-utilitarian aspect of the paper lies in its
prospective to decrease the misuse of digital devices, vindicate
individual autonomy, and preserve trust in digital spaces by
fostering digital literacy, and reinforcing policy and regulation. All
of which contribute to the universal well-being and empowerment
of individuals and communities in the digital age. By raising
awareness of these strategies and mechanisms promoting critical
thinking and skepticism, one can act towards the creation of a safer
online environment for all users.

References

AKOPOVA Asya, 2013, “Linguistic Manipulation: Definition and
Types”,

In: International Journal of Cognitive Research in Science,
Engineering and Education, Vol.1, No.2, p.78-82.

AL-HINDAWI Fareed Hameed, 2017, “"The Pragmatic Nature of
Manipulation”,https://www.researchgate.net/publication/3210665
, Accessed on February 11th 2025.

BIRCH Adelyn, 2015. 30 Covert Emotional Manipulation Tactics,
How Manipulators Take Control in Personal Relationships, Kitty
Hendrix,

Post Hypnotic Press Inc.

CHILTON Paul, 2005, "Manipulation, Memes and Metaphors: The
case of
Mein Kampf®, In: Manipulation and Ideologies in the Twentieth
Century: Discourse, language, mind, DE SAUSSURE Louis and
SCHULZ Peter, p.15-44, Amsterdam, John Benjamins B.V.

DE SAUSSURE Louis and SCHULZ Peter, 2005. Manipulation
and Ideologies in the Twentieth Century: Discourse, language,
mind, Amsterdam, John Benjamins B.V.

DIJK Teun Van, 2008. Discourse and Power, New York, Palgrave
Macmillan.

DIJK Teun Van, 2006, "Discourse and Manipulation”, In Discourse
and Society, DOI: 10.1117/0957926506060250, (17)3, p.359-
383.

EEMEREN Frans Van, 2005, “Foreword: Preview by review”, In:
Manipulation and Ideologies in the Twentieth Century: Discourse,

98

Revue EVALU’A Experts et Evaluateurs d’Afrique 2025 n°3


https://www.researchgate.net/publication/3210665
https://www.researchgate.net/publication/3210665

Bi Boho LIZIE & Dongui Zana Yacouba OUATTARA

language, mind, DE SAUSSURE Louis and SCHULZ Peter,
Amsterdam, John Benjamins B.V, p.IX-1.

EEMEREN Frans Van and HOUTLOSSER Peter, 2002, “Strategic
Maneuvering: Maintaining a Delicate Balance”, in Dialectic and
Rhetoric: The Warp and Woof of Argumentation Analysis, F. H. Van
EEMEREN and P. HOUTLOSSER, p.131-159, Kluwer Academic
Publishers, Dordrecht.

FAIRCLOUGH Norman, 1989. Language and Power, New York,
Longman Group UK Limited.

GRICE Herbert Paul, 1989. Studies in The Way of Words,
Harvard, Harvard
University Press.

HOGAN Kevin & SPEAKMAN James, 2006. Covert Persuasion:
Psychological Tactics and Tricks to Win the Game, John Wiley &
Sons, Inc., Hoboken, New Jersey.

HORN Arthur, 2019. Manipulation: Dark Psychology to Manipulate
and Control People, Pakistan, Paperback.

KREBS Brian, 2014. Spam Nation: The Inside Story of Organized
Cybercrime from Global Epidemic to your Front Door, Naperville,
Sourcebooks, Inc.

MERRIAM-WEBSTER. (n.d.).Gaslighting. In Merriam-Webster.com
dictionary,https://www.merriam-
webster.com/dictionary/gaslighting,

Accessed on February 28th, 2025.

MURRAY Sandra, HOLMES John and GRIFFIN Dale, 1996, “The
Benefits of Positive Illusions: Idealization and the Construction of
Satisfaction in Close Relationships”, In: Journal of Personality and
Social Psychology, 1996, Vol. 70, No. 1, p.79-98.

ONANUGA Paul & TAIWO Rotimi, 2020, "Discursive Features of
Nigerian Online Ponzi Schemes’ Narratives”, revije.ff.uni-
lj.si/elope, https://doi.org/10.4312/elope.17.2.61-82UDC: 81'42:
[343.72:004.738.5, Vol. 17 (2), p. 61-82(284).

OUATTARA Dongui Zana Yacouba & LIZIE Bi Boho, 2025, "The
Rhetorical

Strategies of Deception: an Analysis of Aristotle’s Modes of
Persuasion in Scam Emails”, in Revue ASTR-GHANA, Vol 1, N°2,
Janvier 2025, p.33-56.

PURTSELADZE Valeria, 2024, "“Language and Manipulation:
Exploring Gaslighting via Speech Act Theory”,

99

Revue EVALU’A Experts et Evaluateurs d’Afrique 2025 n°3


https://www.merriam-webster.com/dictionary/gaslighting
https://www.merriam-webster.com/dictionary/gaslighting
https://doi.org/10.4312/elope.17.2.61-82

Bi Boho LIZIE & Dongui Zana Yacouba OUATTARA

https://etsagtsu.tsu.ge/Index.php/Journal/about/submission,
Accessed on February 28th 2025, p.1-16.
TARASOV Edward, 1990. Speech Manipulation: Methodology and

Theory,
Optimization of Speech Influence. Moscow University Press,

Moscow.
WARE Alan, 1981. The Concept of Manipulation: Its Relation to

Democracy
and Power, New York, Cambridge University Press.

100

Revue EVALU’A Experts et Evaluateurs d’Afrique 2025 n°3


https://etsagtsu.tsu.ge/Index.php/Journal/about/submission

